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Objectives ‘

This briefing will focus on the following topics:

e The differences between Classified National Se

5 ]

e Which portions of the SS

SSI




Brief History of SSI ‘

e SSI| was developed pre-9/11

e Created In response to hijackings in the early 1970s

e Required the Federal Aviation Administration (FAA;

e The FAA published the first SSI regulation:in the
Federal Register in 1976




Where SSI Fits l

All information held by the Federal
government falls into two categories:

-~

( ,

or

e Unclassified
(-, For Offi cﬂ | Use Only (FOUQO), Punlic
Information, etc.)




Classified Information l

e Information whose “unauthorized
disclosure could reasonably be expected
to cause identifiable or describable
damage to the national security”*

\

CONFIDENTIAL

Example:
A U.S. Special Operations team conducts a raid, driven oy,
Intelligence, overseas. The identity of the “source™ of data

classified.

i
- * Source: Executive Order 13526, Dec. 2009




Unclassified Information Falls
Into Two Categories

e Sensitive But Unclassified (SBU)
A broad category that includes a federally regu




Sensitive Security Information

Information obtained or developed which, If
released publicly, would be detrimental to
transportation security.

Examples:

Motorcoach Security Plan

TSA Intelligence Products
marked as SSI

e Baseline Assessment for

Security Enhancement (BASE)
conducted by TSA




For Official Use Only (FOUO) @

Information not protected by regulation that
could adversely affect a Federal program if publicly
released without authorization.

Example:

Source: DHS Management Directive 11042.1




What are the Differences?

FOUO and SSI are categories of Sensitive
But Unclassified information, but:

A

e SSI is based on U.S. law and protected by a Federal
regulation; FOUQ Is not -

e SSI protects information related to ';rr*‘rmsywr“rr’ on
security; FOUO has no subject matter imitations

e Unauthorized SSI disclosure may resultin a Civii
penalty; FOUO breaches cannot




What are the Differences? (cont.)

e In litigation, SSI has stronger protection from
court-ordered production requests while documents
marked only as FOUO have little or no protection

SSI iIs protected from public release under
a Freedom of Information Act (FOIA) .
request; FOUO may be either protected e ormation
or released under FOIA —

Documents that contain SSI must be marked:as SSI=not as
FOUO. When information is pulled from reports marked
FOUO SSI, the new report must be markeasas SSk—
Not FOUO/SSI '
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Focus on the
SSI Federal Regulation
(49 CFR Part 1520)

Department of Homeland Security
Transpartation Security Administration
CFR 1520 - The 581 Federal Regulation
s

partal

§1520.5 Sansitive socurity information.

SENSITIVE SECURITY INFORMATION BRIEFING



Sensitive Security Information

Another way of thinking about SSI Is would this
Information assist an adversary who Is planning an
attack against a transportation system?

s it still current?
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Sensitive Security Information l

In order for information to be SSI, the
Information must be related to transportation security,
Its release must be detrimental, and it must fall under
the one of the 16 categories of SSI defined by the
Federal Regulation (49 CFR Part 1520.5(b)).

This training will discuss only the relevant categories
related to Highway and Motor Carrier Operators:
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16 SSI Categories

(1) Security Programs, security plans,
and contingency plans — Any
security plan or security
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16 SSI Categories (cont.) l

(5) Vulnerability Assessments — Any vulnerabilit
assessments directed, created, held, funded or

approved by DHS/DOT for any mode of
transportation

Examples of records protected under this category:

» Vulnerability assessment created

by motorcoach operator and shared I

TSA - ‘} 1€
» Baseline Assessment for: Security, DRVLE =

Enhancement (BASE) conducted -y

TSA |
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16 SSI Categories (cont.) l

(6) Security Inspection or Investigative
Information - Reports of inspections or investigation
that could reveal a security vulnerability

(7) Threat Information — Information held by

TSA Intelligence Products marked as SSk:
|
Note: DHS/TSA Intelligence Products are

5
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(1) Security measures or protocols recommended by the
Federal government

Note: Can include system cybersecurity measures

16 SSI Categories (cont.) l
(8) Security measures — Specific details of
transportation security measures including:

(10) Security Training Materials — Records created or
obtained for purposes of training personnel

.

s oW
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(12)

Information — Any list identifying systems or assets, wheth

16 SSI Categories (cont.) '@
Critical Transportation Infrastructure Asset ‘
er

physical or virtual, so vital to surface transportation that the
incapacity or destruction of such assets would have a
debilitating impact on transportation security if the list is

government and subi d t
DHS or DOT i
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16 SSI Categories (cont.) l

(15) Research and Development — Research results
that are approved, accepted, funded, recommended or
directed by DHS/DOT

U
:]>

SA Administrator (or t
ormation to pe SSl i

f L\ ] r s ,I A 4 |
- y L -

(16)  Other Information — The T¢
designee) can determine In

otherwise define,d In 1520.f

@

3

I

(¢

) |

AaNY ] ‘
\D)(L1)
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Common Information Related to l

Highway and Motor Carriers Operators that is
SSI*

Motorcoach Operators Security Programs
TSA Intelligence Products marked as SS

] [ ¢
TSA Security Guidelines and ARNNEXES

* List not all-inclusive
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What information 1s NOT SSI l

Safety information Is not SSI
Fire Evacuation Plans are not SSI

Construction plans are not SSIF

Safety inspections of Infrastructure
are not SSI ;




Covered Persons ‘

According to the SSI Federal Regulation, covered
persons may access SSI. This includes airport and
airline officials, maritime operators, bus, rail, motor

carrier and pipeline operators, Federal employees,
among others.

\
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access to information Is necessary for the performance
of, training for, or managing of personnel’s official
duties. DHS or DOT may limit access to specific SS

certain employees or covered persons.

Persons with a “Need To Know” @
Covered persons have a “need to know™ SSI 1f ‘

Example:

A maintenance contr ctor does not Need aCCess to
BASE documentatli'.
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Requests from the Media l
for SSI

Under the SSI Federal Regulation, members of

\




SSI Federal Regulation Outline
Procedures for Marking and

Handling SSI

Department of Homeland Security
Transportation Security Administration

SENSITIVE SECURITY

R 1520 — The SSI Re;

gulation

Praparsd by tha TSA SSI Ofice, incorporaing ha following: Vahirma D0 of ha Faderal Ragisisr al pigs 28062 (sted &5 09 FR 28062), May 18, 2004

Jsnuary 7. 20052170

Fr 1382 Juty 19,

200 at 70 FF2 41500, May 26, 2000 at 71 FR 30907

and Novernber 20, 2008 at 73 FR Foctive December 20, 205,

PART 1620 PROTECTION OF SENSITIVE SECURITY
INFORMATION

) b Sonct Guard
152017 Canceguences mummmu aciomire
182019 Deseruerion o

Authority: 46 U.5.C. 70102-70106, 70117; 49 U.S.C. 114,
50113, 4490144907, 4491344914, 4491634918, 44935
44886, 44942, 46105

§1520.1 Scope.

() Applicability. This part governs the maintenance,
safeguarding, and dicclosure of records and informatian that
TSA hns determined to tive Security Informarion,
definad in § 1620 8. Thie part doss not ap
maintenance, safeguarding, or disclosure m clncifiea
Tional securiy nformas son, 12 ty Executive Ordec
12968, or t0 other senitive od information that i

ST but that ‘nomethelnss may b a«'mmnl from publ

under the T

{6 The Cast OF mEoTRMAT CRAY BAs De4n AbEIETATEA 88 &
infrastrueture information under section 214 of the
Homeland Security Act, the receipt, mais
Aashowsrs of roch intoriostion by
employee s governed by section 214 and any implementing
e felatiois, ma by 1 5

&) Delegotion. Tha authority of THA and che Coast Guard
under this part may delegated within T the
espectively.

§1520.3 Terms used in this part.

n addivion (o the terma in § 1500 3 of this chapter, the
following 1erms APy in Cais pan

Administrator Secretary of
‘Transportation for B S=(unty eferted to i 4 U5.C. 1140, or

n § 15207, In the case
vered pereon inclkdne any individial
g for employment in a position that would b
mﬂru Derson, or it STRining for Fuch 1 posiion, reEaTdless
wherher that individual is receiving a wage, salary, or
Covered person includes a perion
i

'DHS means the Deparement of Homeland Security and
.y directorate, bureau, or other component within the
Drvanm=nt of Homeland Security, including the United
Srates Coast Guard
‘means the Depariment of Transportation and any
qprmmz ‘AdministTATIon, entity, o office Within the
.nt of Transportation, including the Snint Lawrence
Corporaison and the Bureau of

Maritime fockity means any faciicy as defined in 33 CFR

wl acility menns “rail & a5 defined in 49 CFR
15803
materic er means “rail hazardous
e desimed n 49 CET 1

INFORMATION BRIEFING

menns “rail hazardous
FR

tem or Rail Fived Guicle
i Rail Fixed G

oad” ax defined in 49 U.S.C

ilrond carrier” as defin

Ireterved, iraspeceive o . inchuding paper,
drawing, mag, recarding ape, fim, phorogr aph, aashine
 information stored in an
. The Term record also includes any draft,
ropomed. ox reccmeandsd Changs
Security contingency plan me ling
e0 nddress a transpartation security
ssment, o specific threat aguinst
ranspottation, including dstail af preparation, recpance,
mitigation, recovery, wnd oty Do
f government, sty of ransporiation
eperations, snd crisia managem:
irity program means a prncrlm or plan and any
Amenaments, dtveloped 1 the Security of the 1o
ineluding any comments, insUETions, OF implementing
guidang
(D) An sirgore, sircratt. or av
(2) A fised base opera
) A maririme (aflly, vessel, ar port area; o
{&) & ransportarion scined rutonazed aystesn o nerwark
for information processing, contrel, and communications
riy screening means evaluating a pescan or property
10 determine whethes cither poses A Thrent o scourity
e Gemistive secarity miocmation, as decorbed in
§15205.
mage projection system meana an evaluation tool
hat olves perindre tatio nal threat images
10 0pEFAXOrS d i3 US6d I CONNECTion WITh X.TRY OF
explosives detection eystems cqupment.
ransportation Security Administration
Vit erabitiy s tssment moans any eview. i,
ecurity of a trancpartatio

secommisoning pAAse. A
ment mnw mcnm proposed,
recommended, or directed & or countermeasures o
‘Aadress Security concerns.

§1520.5 Senaitive security information.
vith 49 U.8.C. Lo, 8811

m obt: developed in the conduct
actition, including e oprment, the dinciorars

(2) Reveal trade secrets or rn\mle;ql or r contitencal
nformation obtai
%) Be detrimental to the accurity of ranspmrtarion.

® Information conslituting SSL Except a: otherwice
provided in writing by TSA in the interest of public snfety or
in furtherance of fransportation & ng

U recards containing such information,

Know i, Mark iy, Shars i Lock i, Shred it




Regulatory Requirement '
SSI — Protective Marking

Each page of the SSI
record must include an
SSI header and footer.

SENSITIVE SECURITY INFORMATION

Intelligence Service

Even If there Is only one N

sentence containing SSI rersporation P
In a 50-page document, ' e
every page must have an
SSI header and footer.




Everyone Is Responsible for l
Protecting SSI!!!

Personnel who works in aviation whether they are airport
employees, airline employees, law enforcement, motor carrier
operators, Federal employees or contractors are responsible for
properly marking, handling, protecting, storing, and destroying
SSI per the SSI Federal Regulation (49 CFR Part 1520).

el e L = > e e b
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SSI Footer

The SSI footer informs the viewer that the record must b
protected from unauthorized disclosure.

No modification of the SSI Footer Is authorized.

“WARNING: This record contains Sensitive Securit ijumm lon
that is controlled under 49 CFR parts 15 and 1 32:0 \ lo part of
this record may be disclosed to persons without a “need to
know,” as defined in 49 CER parts 15 .«Jnr_] 1520, except with the
written permission of the Administrator of the Transportation
Security Administration or the Se @rermry of Transportation.
Unauthorized release may result in civil penalty orrotneractions
For U.S. government agencies, public disclosureisigeverned iy
5 U.S.C. 552 and 49 CER parts 15 and 1520
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Stakeholders are permitted to mark information
as SSI as long as they believe the record meets
specific criteria under the SSI Federal Regulation:

Who Can Mark Records a!@
SSI?

* Itis related to transportation security (not safety);
» Its release would be detrimental to transportation security
(1.e., an adversary could use the information to plan an

attack against the transportation system); and
« It falls under one of the 16 SSI Categories that arelisted
In the slides above.
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Who Can Mark Records l
as SSI? (cont.)

It is Important to remember that SSI Is information
which should be marked and protected in all forms of
communication. This includes emails, \Word documents
presentations, training, etc.

30



(lunch break, end of the day, etc.), store the SSI
record in a locked desk drawer or In a locked
room to prevent unauthorized access by persons

Storing SSI: Lock it Up!!!! '
When not actually working with an SSI record ‘

|
ALL RECIPIENTS OF SSI ARE MANDATEDIONNOCKSINNG R

L BN\
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Protecting Electronic Data '

« The SSI Regulation Instructs:
“Take reasonable steps to safeguard SSI in that
person’s possession or control from unauthorized
disclosure.”

Safeguard Ing methods may- 'ludc-

| * 49 CFR § 1520.9(a)(1)
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Posting SSI: Never Post SSI
on the Internet

c & tsa.gov/about/tsa-mission

@ Directives & g&s G Jetblueterminal JFK.. @ FSA & ERIC GUTHIER|Sal.. @ WebEx Enterprise Si.. @ HQ_Appointments... @ iShare Home

BE An official website OWgg United States government Here’s how you know v

Wi an|Bring?  A-Zindex Employees

Enter your search terms n

TRAVEL v MEDIA v ABOUT v CONTACT

Home » About » Mission

About
Strategy
I Mission
Organization
History r ; wres pu——
Employee Stories o . 1: / ”.H‘ ‘

-V,

Jobs at TSA

Mission
Protect the nation's transportation systems to ensure freedom of movement for people and commerce.




Duty to Report Unauthorized
Disclosure of SSI

v

The SSI Federal Regulation states “when a covered
person becomes aware that SSI has been released to
unauthorized persons, the covered person must promptl
inform TSA...”

« This usually involves lost paper copies of
available on the Internet.
« TSA SSI Program office’s email address is
SSI@tsa.dhs.gov. I."

| * 49 CFR § 1520.9(c)
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Destruction of SSI l

“A covered person must destroy SSI completely
to preclude recognition or reconstruct_ipn_o

In other words, throwing SSI in a gar:
recycling bin violates the SSI Federal

A * 49 CFR § 1520.19(b)(1)
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Discussing SSI in Public Areas Is l
Inappropriate

Personnel must be very careful when discussing
SSI in public areas.

You never know who Is listening -

and not everyone has a “need to know' \oosE
the information. LIPS
Remember: Adversaries dp not care A’ﬁ
how they receive SSI as long as they _ MIGHT
get the information they need to plan | SmkShlI’S

an attack.
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Consequences of Unauthorized
Disclosure of SSI |

« Lost money — TSA can impose a civil penalty with
amounts into the tens of thousands of dollars per offense

37



“Best Practices’ for l
Non-DHS Employees to
Protect SSI

=B\ Transportation
,\g{z po (0)

V Security

2= Administration

\.Vi”' a N’cz: '-'tr: d Persons

Using SSI ID Guides

KNOW IT

For more information on

3 5 5 o Poster created by
Safely Sharing Information: SSI@DHS.GOV LTSO David Riel - DTW

SENSITIVE SECURITY INFORMATION BRIEFING



Best Practices for
Non-DHS Personnel

DHS stakeholders (i.e., regulated entities) and other
covered parties are mandated under the SSI regulation to
take “reasonable steps” to prevent unauthorized

disclosure of SSI.

v SensitingS %c?rli\]ty %)[Lt;f)nrmlk
The next set of slides describes “Best
Practices” that stakeholders may use in

handling and protecting SSI.

DHS personnel to protect SSI.
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Best Practices —
SSI Cover Sheet

The SSI Cover sheet Is NOT
required by the SSI Federal
Regulation but it Is
recommended to place everyone
on notice they are dealing with
SSI and can be added as needed.

DEPARTMENT OF HOMELAND SECURITY

SENSITIVE SECURITY
INFORMATION

40



Best Practices — ‘

Sharing SSI in E-mall

sent in a separate password-protected record and not in the body .

SSI information transmitted by e-mail should be encrypted or

of an e-mail. Passwords should be sent separately, and should:

* Have eight-character minimum length
* Hawe at least one upper-case_a-. one lower-case letter
* Containat least one numbel
»  Contain at least one symbol (.g., *#$%?1)

* Notbe aword in “..gi_:lcjmary Or & portion o1 the Tile name

41



Best Practices — Managing l
Sensitive Data In Webinars

Taking the following steps will help minimize the risk of
unauthorized disclosure of SSI.




Best Practices — Managing
Sensitive Data in Webinars (cont.)

v" Ensure that you (the host) can manually admit and remove
attendees as needed

v" Be mindful of how (and to whom) you disseminate invitation
links e

you would not discuss over
regular telephone lines
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SSI should not be stored, sent to, or printed to persona

devices including home, public, or personal:

Best Practices - No SSI on '
Personally Owned Electronic
Devices

\

Computers or tablets
Fax machines
Printer or copy machines
Smart phones .
Thumb drives, external drives, or disks
Email accounts f

44



Best Practices — ‘

Closing the Gaps

v Change default password to strong, complex passwords for
your router and Wi-FiI network

v" At a minimum, ensure your router is configured to u
WPA2 or WPA3 wireless encryption

up your conversatij S
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Best Practices — Closing the l
Gaps (cont.)

Remember, while conducting business, be conscious of
your surroundings: = ‘

- Do not work in locations where your co
may be visible to others

46



Best Practices - l

Traveling with SSI

Laptops containing SSI should be kept with you to
the maximum extent possible

Avoid transporting laptops containing SSI in checked baggage
Laptops containing SSI and any SSI paperwork should be ke
locked and out of sight (e.g., trunk) when unattended in
vehicles =
In hotel rooms, use room safes for

containing SSI and any SSI
paperwork i
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The most common methods
used to destroy SSI material
Include:

Best Practices -
Destruction of SSI

Cross-cut shredders

Contract with a shredding
company

Any method approved for the
destruction of classified
national security information

48



Frequently-Asked
Questions

SENSITIVE SECURITY INFORMATION TRAINING
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Q: How Do We Handle Requests
for SSI Information?

» Sharing SSI

* Releasing SS

50
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Sharing SSI

To share SSI iIs to provide a record that contains SSI to another
covered person. The record is marked as SSland remains SSI.

The covered person with a “need to ,, w” IS now obligated by
the SSI Federal Regulation to pr0~ [ne SSI recora entrusted
to their care.
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Releasing Records

Prior to releasing records containing SSI to
persons who are not authorized to access

SSI under the SSI Federal Regulation, the
SSI language must be removed/redacted by

52



SSI| Redactions

« SSI Records that are produced due to
Freedom of Information Act (FOIA) requests, court-
order production requests, or other requests are

reviewed by the TSA SSI Program office.

« TSAthen produces a redacted
copy of the record with all
of the SSI removed.

SCOPE AND APPLICABILITY

This Sensitive Security Information (SS) Identification Guide provides guidance for
which information is and is not S8 under 49 CFR 1520 (Title 49 part 1520 of the Code
of Federal Regulations), related to the National Explosives Detection Canine Team
Frogram Users. of thrs gLude include the following: Transporiation Security

s contractors, and arantees: other Department of

agencies that use information covered in this guide; and, any other covered persons (as
defined in 49 CFR 1520.7) that use or access information covered in this guide.

GENERAL INFORMATION ON THE NATIONAL EXPLOSIVES DETECTION CANINE
TEAM PROGRAM (NEDCTP)

The National Explosives Detection Canine Team Program exists to deter and defect
the introduction of explosives devices into the transportation system. In addition, bomb
threats cause disruption of air, land and sea commerce and pose an unacceptable
danger lo the traveling public and should be resolved quickly.

component in a balanced counter-sabotage program. The use of highly trained
enpkuluea delecllon caning leams is also a pm\ren detarrent to terronsrn dlrec.ted




« The SSI Federal Regulation states that
— “Except as otherwise provided in this section... records

containing SSI are not available for public inspection or
copying, nor does TSA... release such records to persons

without a “need to know.” =

— “(Df a record contains both SSI ¢
SSI, TSA...may disclose the record

Q: How Do We Get SSI Redacted
before a Record iIs Released?

III
« TSAaddresses these requirements By provicing AN eificl
SSI Review process through its SSIE 1 office

~FOgram ( |
I *49 CFR 8 § 1520.15(a) and 1520.15(b)
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Q: If we mark a Record as SSI, does
that mean it’s always SSI?

« All covered persons are permitted to mark information
they believe is SSI, but it is possible it was over-marked.

« The TSA Administrator is authorized to determine whether
Information pertaining to transportation security constitutes SSI. That
authority is delegated from the Admlnlstrator to the Chief of the SSI
Program. y

* Using this authority, the SSI Program office determines what
Information Is designated as SSI or not SSIwithin a recora. fﬂn
Program office is the final arbiter and authorized to make SS|
determinations on both Federall records and records produced
stakeholders.

J o : . . :
« If necessary, the SSI Program office will proviGec etacteCNErSION
(i.e., all of the SSI blacked out) for public:consumpHienH:
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Q: Who Do We Contact for l
Additional Assistance?

 Additional SSI resources are posted to

https://www.tsa.gov/for-industry/sensitive-security-
information e

about SSI and receive SSI Review Requests through its
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Safely Sharing Information

SSI Program Office

Security and Administrative Services
Enterprise Support
Transportation Security Administration
6595 Springfield Center Drive, MS-31
Springfield, VA 20598-6031

E-Malil: SSlI@tsa.dhs.gov
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