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INTRODUCTION

The Freight Rail Security Grant Program (FRSGP) is a new component of the Transit
Security Grant Program (TSGP), which is one of five grant programs that constitute the
Department of Homeland Security (DHS) Fiscal Year (FY) 2008 focus on infrastructure
protection activities. The FRSGP is one tool among a comprehensive set of measures
authorized by Congress and implemented by the Administration to help strengthen the
Nation’s critical infrastructure against risks associated with potential terrorist attacks.

The FRSGP was created as a result of Public Law (PL) 110-53, entitled “Implementing
Recommendations of the 9/11 Commission Act of 2007.” In FY 2008, the FRSGP will
fund security training for railroad frontline employees,* the completion of vulnerability
assessments, and the development of security plans within the Freight Rail industry.

The purpose of this package is to provide: (1) an overview of the FY 2008 FRSGP; and
(2) the formal grant guidance and application materials needed to apply for funding
under the program. Also included is an explanation of DHS management requirements
for implementation of a successful application.

Making an application for significant Federal funds under programs such as this can be
complex. The Department’s job is to provide clear guidance and efficient application
tools to assist applicants. DHS customers are entitled to effective assistance during the
application process, and transparent, disciplined management controls to support grant
awards. The Department intends to be good stewards of precious Federal resources
and commonsense partners with State, local, and private sector colleagues.

The Department understands that individual railroad carriers have unique needs and
tested experience on how best to reduce risk locally. DHS subject matter experts will
evaluate grant applications with the overall goal of reducing risk, but will also be
sensitive to local needs and approaches. In short, DHS commits to respect flexibility
and local innovation as the Department funds national homeland security priorities.

A. Federal Investment Strategy

The FRSGP is an important part of the Administration’s larger, coordinated effort to
strengthen homeland security preparedness, including the security of America’s critical
infrastructure. The FRSGP implements objectives addressed in a series of post-9/11
laws, strategy documents, plans, Executive Orders, and Homeland Security Presidential
Directives (HSPDs) outlined in Appendix A. Of particular significance are the National
Infrastructure Protection Plan (NIPP), the transportation sector-specific plan, the freight
rail modal annex, and Executive Order 13416 (Strengthening Surface Transportation
Security). The National Preparedness Guidelines are an all-hazards vision regarding
the Nation’s four core preparedness objectives: prevent, protect against, respond to,
and recover from terrorist attacks and catastrophic natural disasters.

! As defined in § 1501 of PL 110-53.
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The National Preparedness Guidelines define a vision of what to accomplish and a set
of tools to forge a unified national consensus about what to do and how to work together
at the Federal, State, local, and Tribal levels. Private sector participation is integral to
the Guidelines’ success. It outlines 15 scenarios of terrorist attacks or national
disasters that form the basis of much of the Federal exercise and training regime. In
addition, 37 critical target capabilities are identified that DHS is making the focus of key
investments with State, local and Tribal partners.

DHS expects its critical infrastructure partners—including recipients of FRSGP grants—
to be familiar with this national preparedness architecture and to incorporate elements
of this architecture into their planning, operations, and investment to the degree
practicable. Our funding priorities outlined in this document reflect National
Preparedness Guidelines priority investments as appropriate. Programmatic
requirements or priority investment categories reflecting the national preparedness
architecture for this grant program are identified below.

B. Funding Priorities

The funding priorities for the FY 2008 FRSGP reflect the Department’s overall
investment strategy as well as requirements of PL 110-53. The key goals of the FY
2008 FRSGP are to establish the basis for future capital security improvements by
funding vulnerability assessments and security plans and to provide training to frontline
personnel.

The Department, in alignment with PL 110-53, identifies the following specific priorities
for the FY 2008 FRSGP as the only allowable uses of funds under this year’s program:

1. Vulnerability Assessments and Security Plans. Freight railroad vulnerability
assessments will provide a broader picture of the mode’s preparedness, as well
as security risks that need to be mitigated. In an effort to “buy down” these
security risks, security plans will help target resources and mitigation strategies
toward gaps in the mode’s security identified by the vulnerability assessments.
The information captured in the vulnerability assessments and security plans
(including any all mitigation strategies) will form the basis of funding priorities for
this grant program in future years, as appropriate. Freight railroad carriers
without complete vulnerability assessments and security plans will not be
considered for other projects in future grant years. DHS recognizes that Class Il
and Class lll railroad carriers vary greatly in their size and scope of operations.
Therefore, eligible railroad carriers should request the funds they believe are
necessary for comprehensive vulnerability assessments and security plans.
Please note that all applicants will be required to certify the existence of both a
vulnerability assessment and security plan that comply fully with the
requirements of 49 CFR 172.802 to be eligible for any funding under the FY 2008
FRSGP. A certification form template can be found in Appendix L, and should be
submitted as part of the application submission.
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2. Security training for railroad frontline employees. Effective employee
training programs address individual employee responsibilities and provide
heightened security awareness. Training should cover adequately assessing
and reporting incidents, appropriate employee response, crew communication
and coordination, and incident evacuation procedures. For example, a well
trained railroad employee can help ensure that trespassers on railroad property
are identified and reported. Please refer to Appendix G for further explanation of
necessary components of security awareness and emergency response training.

Eligible applicants? are divided into two groups based on the types of projects they can
apply for: Class | railroad carriers and Class Il/lll railroad carriers. Eligible Class |
railroad carriers may ONLY request funding for security awareness and emergency
response training for railroad frontline employees. This grant program does not cover
the expenses associated with conducting a vulnerability assessment or developing a
security plan for Class | carriers. In order to be eligible to request this training funding,
Class | carriers must certify to DHS that they have completed both a vulnerability
assessment and a security plan that meet the requirements detailed in Appendix E
(Vulnerability Assessment) and Appendix F (Security Plan), respectively.

Eligible Class Il and Class Il railroad carriers may use grant funds received under this
program to complete a vulnerability assessment and security plan that meet the
requirements outlined in Appendices E and F. If a plan has already been completed but
does not meet these requirements, the applicant may request funding to conduct a new
vulnerability assessment and to develop a new security plan to meet the requirements.
Upon completion of the vulnerability assessment and security plan, eligible Class Il and
Class lll railroad carriers may request funding for security awareness and emergency
response training for railroad frontline employees. In order for these training projects to
be funded, the carrier must first certify, using Appendix K, that the requirements for
vulnerability assessments and security plans as detailed in Appendix E and Appendix F
have been met. If these items have already been completed, an eligible applicant may
request funds for training. More information on training can be found in Appendix G.

In order to request FY 2008 FRSGP funds, applicants must complete and submit an
Investment Justification, the outline of which is provided in Appendix D.

C. Allowable Expenses

Specific investments made in support of the funding priorities discussed above
generally fall into three categories:

1. Vulnerability Assessments and Security Plans
2. Training
3. Management and Administration

% The term “eligible applicants” is defined in Part I., Section B of this document.
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Awardees must commit to minimum training standards to be set by the Department for
all Federally-funded security personnel. Costs associated with meeting these training
standards will be an allowable expense.

Freight railroad carriers that submit training requests should request “basic” training
before “follow-on” training courses. Requests for follow-on training courses should
include a statement that the basic training course has been fulfilled or is not applicable.
Requests for follow-on training should include the following information:

e Type, name, and vendor of the basic training classes frontline employees
have received; and

e Dates when the employees received the training, including how many
employees attended each class.

Appendix B provides additional detail about each of these allowable expense
categories, and identifies several specific unallowable costs. Appendices E and F
provide templates and the necessary elements of a vulnerability assessment and a
security plan.

Please note that in accordance with Public Law 110-53 applicants must have
developed a vulnerability assessment and a security plan prior to requesting and
receiving funds for the training of frontline employees.?

% PL 110-53 §1513(a)(5)
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PARTI
AVAILABLE FUNDING AND ELIGIBLE APPLICANTS

A. Available Funding

The FY 2008 FRSGP will provide $15 million for eligible applicants to conduct
vulnerability assessments, develop security plans, and for the security training of
frontline employees.

B. Selection of Eligible Applicants

Eligible applicants for the FY 2008 FRSGP are determined by DHS as Class |, I, and Il
freight railroad carriers that transport Security-Sensitive Materials (SSM). A regulation
defining SSM is currently under development; however, a definition of SSM is provided
below specifically for the purposes of the FY 2008 FRSGP.

As designated by the Surface Transportation Board, a Class | railroad carrier is defined
as a railroad with annual operating revenues for 2005 over $319.2 million; a Class Il
railroad carrier is defined as a railroad with annual operating revenues between $25.5
million and $319.2 million; and a Class lll railroad carrier is defined as a railroad with
annual operating revenues of less than $25.5 million.

Applicants must also meet the following criteria in order to be eligible:

e Transport Rail SSM. For the purpose of this grant, SSM is defined as: 1) more
than 2,268 kg (5,000 Ibs.) in a single carload of a Division 1.1, 1.2, or 1.3
explosive; 2) a tank car containing a material poisonous by inhalation, as defined
in 49 CFR 171.8, including anhydrous ammonia but excluding residue quantities
of these materials; and 3) a highway route-controlled quantity of a Class 7
(radioactive) material, as defined in 49 CFR 173.403.

e Operate in or through at least one high population-density area, as subject to the
forthcoming “Rail Transportation Security Final Rule,” and as identified in Table 1
below.

e Certify they have developed and adhere to a vulnerability assessment and
security plan that conforms to the requirements of 49 CFR 172.802.*

Class | freight railroad carriers may apply for training funds if they certify they have
completed a vulnerability assessment and security plan that meet the
requirements outlined in Appendices E and F. This grant program does not cover

*The Secretary has determined that the security plans and the vulnerability assessment required under this section is
sufficient for initial eligibility and the requirements of section 1513 Railroad Security Assistance of PL 110-53
“Implementing Recommendations of the 9/11 Commission Act of 2007.”
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the expenses associated with conducting a vulnerability assessment or developing a
security plan for Class I carriers.

Eligible Class Il and Class Il railroad carriers that have completed a vulnerability
assessment and security plan that comply with 49 CFR 172.802 may request funding to
conduct a new vulnerability assessment and to develop a new security plan security
plan to meet the requirements detailed in Appendix E and Appendix F. Funds may also
be used to improve upon an existing security plan to meet the requirements of Appendix
F. Eligible Class Il and Class Il railroad carriers may request funding for security
awareness and emergency response training for railroad frontline employees if they can
certify, using Appendix K, that the requirements for vulnerability assessments and
security plans as detailed in Appendix E and Appendix F have been met by their
existing vulnerability assessment and implemented security plan.

Please refer to Appendices K and L for a certification templates. These certifications
should be submitted as part of the grant application, as applicable.

Table 1. High Population-Density Areas

State | Population Area Geographic Area Definitions

AZ Phoenix Area Chandler, Gilbert, Glendale, Mesa, City of Phoenix; Maricopa County, and the
Peoria, Phoenix, Scottsdale, three tribal nations of Salt River Pima, Fort
Tempe McDowell, and Gila River

CA Anaheim/Santa Ana Anaheim, Costa Mesa, Garden Cities of Anaheim and Santa Ana; Orange

Area

Grove, Fullerton, Huntington
Beach, Irvine, Orange, Santa Ana

County; unincorporated areas of Orange
County; Cities of Brea, Buena Park,
Cypress, Fullerton, Garden Grove, La
Habra, La Palma, Los Alamitos,

Orange, Placentia, Seal Beach, Stanton,
Westminster, Villa Park, Yorba Linda,
Irvine, Costa Mesa, Fountain Valley,
Huntington Beach, Laguna Niguel, Newport
Beach, Tustin, San Juan

Capistrano, Laguna Beach, Aliso Viejo,
Dana Point, Laguna Hills, Laguna Woods,
Lake Forest, Mission Viejo, Rancho Santa
Margarita, San Clemente, and University of
California at Irvine

Police Department.

Bay Area

Berkeley, Daly City, Fremont,
Hayward, Oakland, Palo Alto,
Richmond, San Francisco, San
Jose, Santa Clara, Sunnyvale,
Vallejo

Cities of San Francisco, San Jose and
Oakland and Counties of San Francisco,
Santa Clara, Alameda ; Counties of Marin,
San Mateo, Monterey, San Benito, Santa
Cruz; and the Golden Gate Bridge District;
Cities of Campbell, Cupertino, Gilroy, Los
Altos, Los Altos Hills, Milpitas, Monte
Sereno, Morgan Hill, Mountain View, Palo
Alto, Santa Clara, Saratoga, Sunnyvale, the
town of Los Gatos, the Port/Airport
(Oakland), Berkeley, San Leandro,
Alameda, Emeryville, and Piedmont;
Secondary Area: entire Counties of
Alameda and Contra Costa.
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State

Population Area

Geographic Area

Definitions

Los Angeles/Long
Beach Area

Burbank, Glendale, Inglewood,
Long Beach, Los Angeles,
Pasadena, Santa Monica, Santa
Clarita, Torrance, Simi Valley,
Thousand Oaks

Cities of Long Beach and Los Angeles and
County of Los Angeles; Los Angeles
County Unincorporated; Cities of Beverly
Hills, Burbank, Carson, Commerce, Culver
City, El Segundo, Glendale, Hawthorne,
Inglewood, Pasadena, San Fernando,
Santa Monica, Torrance, Vernon, West
Hollywood, Bellflower, Carson, Compton,
Hawaiian Gardens, Lakewood, Paramount,
and Signal Hill.

Sacramento Area

Elk Grove, Sacramento

City and County of Sacramento; Cities of
Citrus Heights, Elk Grove, Folsom, Rancho
Cordova, Rocklin, Roseville, and West
Sacramento; the eastern portion of Yolo
County adjacent to the City of West
Sacramento, and the southern portion of
Placer County adjacent to the cities of
Roseville and Rocklin.

San Diego Area

Chula Vista, Escondido, and San
Diego

City and County of San Diego, inclusive of
cities of Carlsbad, Chula Vista, Coronado,
Del Mar, EI Cajon, Encinitas, Escondido,
Imperial Beach, La Mesa, Lemon Grove,
National City, Oceanside, Poway, San
Marcos, Santee, Solana Beach and Vista.

CO

Denver Area

Arvada, Aurora, Denver,
Lakewood, Westminster, Thornton

City and County of Denver; Counties of
Adams, Jefferson and Arapahoe; the
entities of City of Arvada, Arvada Fire
District, City of Aurora, Commerce City,
City of Englewood, City of Glendale, City of
Lakewood, City of Littleton, Littleton Fire
District, City of Sheridan, Cherry Hills
Village, Cunningham Fire District, Jefferson
County Greenwood Village, Greater
Brighton Fire District, North

Washington Fire District, South Adams
County Fire District, South Metro Fire
Rescue, Southwest Adams Fire District,
West Metro Fire Rescue, and City of Wheat
Ridge.

DC

National Capital
Region

National Capital Region

District of Columbia; Counties of
Montgomery and Prince George’s (MD);
Counties of Arlington, Fairfax, Prince
William, and Loudon (VA); Cities of Falls
Church, Manassas, Manassas Park,
Fairfax, and Alexandria (VA).

FL

Fort Lauderdale Area

Fort Lauderdale, Hollywood, Miami
Gardens, Miramar, Pembroke
Pines

Fort Lauderdale, Hollywood, Miami
Gardens, Miramar, Pembroke Pines

Jacksonville Area

Jacksonville

City of Jacksonville; Duval County;
Counties of Nassau, Baker, Union,
Bradford, Alachua, Clay, Putnam, St.
Johns, Flagler, Marion, Levy, and Gilchrist.

Miami Area

Hialeah, Miami

City of Miami; Counties of Miami-Dade,
Broward, and Monroe.
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State

Population Area

Geographic Area

Definitions

Orlando Area

Orlando

City of Orlando; Orange County; Counties
of Seminole, Brevard, Osceola, and Lake.

Tampa Area

Clearwater, St. Petersburg, Tampa

City of Tampa; Hillsborough County;
Pinellas County, inclusive of Clearwater,
Temple Terrace, and St. Petersburg.

GA

Atlanta Area

Atlanta

City of Atlanta; Counties of Fulton and
DeKalb Georgia; Supported by the
contiguous counties of Gwinnett, Rockdale,
Henry, Clayton, Fayette, Cobb, and
Douglas.

HI

Honolulu Area

Honolulu

City of Honolulu; Honolulu County (Island of
Oahu).

Chicago Area

Chicago

City of Chicago; Cook County, inclusive of
128 municipalities.

Indianapolis Area

Indianapolis

City of Indianapolis; Counties of Hamilton
and Marion.

KY

Louisville Area

Louisville

City of Louisville; Louisville/Jefferson
County Metro Government; inclusive of the
cities of Jeffersontown, St. Matthews,
Shively, and Anchorage. Secondary area
inclusive of the Kentucky counties of Bullitt,
Henry, Meade, Nelson, Oldham, Shelby,
Spencer, and Trimble.

LA

Baton Rouge Area

Baton Rouge

City of Baton Rouge; East Baton Rouge
Parish; Louisiana Homeland Security
Region 2 which includes East and West
Baton Rouge Parish, East and West
Feliciana Parish, Ascension Parish, LA
Livingston Parish, Iberville Parish, and
Pointe Couppee Parish.

New Orleans Area

New Orleans

City of New Orleans; Orleans Parish;
Parishes of Jefferson, St. Bernard, and
Plaguemines.

MA

Boston Area

Boston, Cambridge

City of Boston; Communities of Brookline,
Cambridge, Chelsea, Everett, Quincy,
Revere, Winthrop, and Somerville.

MD

Baltimore Area

Baltimore

City of Baltimore; Counties of Baltimore and
Anne Arundel; City of Annapolis; Counties
of Carroll, Harford, and Howard.

MI

Detroit Area

Detroit, Sterling Heights, Warren

City of Detroit; Wayne County; Counties of
Macomb, Oakland, Washtenaw, Monroe,
and St. Clair.

MN

Twin Cities Area

Minneapolis, St. Paul

Cities of Minneapolis and St. Paul,
Counties of Hennepin, Ramsey, and
Dakota County.
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State

Population Area

Geographic Area

Definitions

MO

Kansas City Area

Independence, Kansas City (MO),
Kansas City (KS), Olathe, Overland
Park

Cities of Kansas City (MO) and Kansas City
(KS); Counties of Cass, Clay, Jackson,
Platte, and Ray (MO); Counties of Johnson,
Leavenworth, and Wyandotte (KS).

St. Louis Area

St. Louis

City and County of St. Louis; Counties of
St. Charles, Franklin, and Jefferson (MO);
Counties of St. Clair, Madison, and Monroe

(IL).

NC

Charlotte Area

Charlotte

City of Charlotte; Mecklenburg County;
Counties of Union, Cabarrus, Stanly,
Iredell, Catawba, Lincoln, Gaston;
supported by York and Lancaster in South
Carolina.

NE

Omaha Area

Omaha

City of Omaha; Counties of Douglas, Sarpy,
and Washington.

NJ

Jersey City/Newark
Area

Elizabeth, Jersey City, Newark

Cities of Jersey City and Newark; Counties
of Essex, Bergen, Hudson, Morris, Passaic,
and Union.

NV

Las Vegas Area

Las Vegas, North Las Vegas

City of Las Vegas; Clark County.

NY

Buffalo Area

Buffalo

City of Buffalo; Counties of Erie and
Niagara.

New York City Area

New York City, Yonkers

City of New York; Counties of Nassau,
Suffolk, and Westchester; Port Authority of
New York and New Jersey.

OH

Cincinnati Area

Cincinnati

City of Cincinnati; Hamilton County, and the
48 local jurisdictions within the county;
Counties of Adams, Brown, Butler,
Clermont, Clinton, Highland, Warren (OH);
Counties of Boone, Campbell, Kenton (KY),
and County of Dearborn (IN).

Cleveland Area

Cleveland

City of Cleveland; Cuyahoga County,
inclusive of nine Cuyahoga Community
Regions - Chagrin, Cleveland, Cuyahoga,
Heights, Hillcrest, Southcentral, Southeast,
Southwest, and Westshore, and the local
jurisdictions therein.

Columbus Area

Columbus

City of Columbus; Franklin County; the
cities of Bexley, Columbus, Dublin,
Grandview Heights, Grove City, Hilliard,
Reynoldsburg, Upper Arlington, Westerville,
Worthington; Villages of Brice, Canal
Winchester, Groveport, Harrisburg,
Lockbourne, Marble CIliff, Minerva Park,
New Albany, Obetz, Urbancrest,
Valleyview; Townships of Blendon, Brown,
Clinton, Franklin, Hamilton, Jackson,
Jefferson, Madison, Mifflin, Norwich, Perry,
Plain, Pleasant, Prairie, Sharon, Truro,
Washington.
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State

Population Area

Geographic Area

Definitions

Toledo Area

Oregon, Toledo

City of Toledo; Lucas County; Cities of
Maumee, Oregon, Sylvania, and Toledo;
Villages of Berkey, Harbor View, Holland,
Ottawa Hills, Waterville, Whitehouse, and a
portion of the Village of Swanton (the

other portion being in the County of Fulton);
Townships of Jerusalem, Harding,
Monclova, Providence, Richfield, Spencer,
Springfield, Sylvania, Swanton,
Washington, and Waterville.

OK

Oklahoma City Area

Norman, Oklahoma City

City of Oklahoma; Counties of Oklahoma,
Canadian, and Cleveland; including the
boundaries of OKOHS Regions 6 and 8
(Counties of McClain, Lincoln,
Pottowatomie, and Logan.

OR

Portland Area

Portland, Vancouver

City of Portland; Counties of Washington,
Multnomah, Clackamas, and Columbia
(OR); Clark County (WA).

PA

Philadelphia Area

Philadelphia

City of Philadelphia; Philadelphia County;
Counties of Bucks, Chester, Delaware, and
Montgomery.

Pittsburgh Area

Pittsburgh

City of Pittsburgh; Counties of Allegheny,
Armstrong, Beaver, Butler, Cambria,
Fayette, Greene, Indiana, Lawrence,
Mercer, Somerset, Washington, and
Westmoreland.

TN

Memphis Area

Memphis

City of Memphis; Counties of Shelby,
Fayette, Tipton, and Lauderdale (TN);
Crittenden County (AR); Desoto County
(MS).

TX

Dallas/Fort
Worth/Arlington Area

Arlington, Carrollton, Dallas, Fort
Worth, Garland, Grand Prairie,
Irving, Mesquite, Plano

Cities of Dallas, Fort Worth, and Arlington;
Counties of Dallas, Collin, Denton,
Kaufman, Tarrant, Wise, Parker, Johnson,
and Rockwall; DFW Airport, North Central
Texas Council of

Governments and DFW Hospital Council.

Houston Area

Houston, Pasadena

City of Houston; Counties of Harris, Fort
Bend, Montgomery, Brazoria, and
Galveston; inclusive of the Transit Authority
and the Port Authority.

San Antonio Area

San Antonio

City of San Antonio; Counties of Bexar and
Comal; and Alamo Area Councils of
Government.

WA

Seattle Area

Seattle, Bellevue

City of Seattle; King County; Counties of
Pierce and Snohomish.

Wi

Milwaukee Area

Milwaukee

City of Milwaukee; Counties of Milwaukee,
Waukesha, Washington
County.

10
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PARTII
APPLICATION EVALUATION PROCESS

This section summarizes the roles and responsibilities within DHS for managing the FY
2008 FRSGP, the overall timetable for the FY 2008 program, and core process and
priorities that will be used to assess applications under the FY 2008 FRSGP. The next
section provides detailed information about specific application requirements and the
process for submission of applications.

A. FRSGP Program Management: Roles and Responsibilities at DHS

Within DHS, the Transportation Security Administration (TSA) by law has the lead for
managing the Department’s security oversight and security programs for the freight
railroad industry. TSA provides railroad system subject matter expertise within DHS
and determines the primary security architecture for the FRSGP. Its subject matter
experts have the lead in crafting all selection criteria associated with the application
review process. TSA coordinates daily with the DHS Chief Intelligence Officer to review
intelligence reporting and develop intelligence risk assessments related to the
transportation sector.

The Federal Emergency Management Agency (FEMA) has the lead for designing and
operating the administrative mechanisms needed to manage the Department’s core
grant programs, including this grant program. In short, FEMA is responsible for
ensuring compliance with all relevant Federal grant management requirements and
delivering the appropriate grant management tools, financial controls, audits and
program management discipline needed to support the FRSGP.

B. Overview — Application Deadline and Review Process

Completed applications must be submitted to DHS via www.grants.gov (see below for
details about this Federal grants application tool) no later than 11:59 PM EDT, March
17, 2008. DHS will evaluate and act on applications within 60 days following
close of the application period.

Applicants must comply with all administrative requirements—including Investment
Justifications and application process requirements—described herein. Having met all
administrative requirements, applications will be evaluated and ranked based on the
evaluation criteria outlined below.

C. Evaluation Criteria

Separate factors will be considered in the evaluation of the Investment Justifications
and Detailed Budgets depending on the type of project being requested, including

11
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railroad frontline employee training or the development of a vulnerability assessment

and security plan; however, all projects must be based in part on the railroad carrier’s
existing vulnerability assessment and security plan required under 49 CFR 172.802.

Training Evaluation Criteria:

1. Compliance. Projects will be evaluated by completeness of Investment
Justifications and certification documents.

2. Feasibility. Projects will be evaluated on the feasibility of the plan for completing
the training requested within the period of performance.

Security Plans and Vulnerability Assessment Evaluation Criteria:

1. Compliance. Projects will be evaluated by completeness of Investment
Justifications and certification documents.

2. Cost Appropriateness. Projects will be evaluated and prioritized based on the
cost appropriateness of the request to conduct the assessment and develop the
plan, which will be determined by the carrier’s characteristics such as assets,
location, infrastructure, and size.

3. Timelines. Projects will be evaluated and prioritized on the ability of the
applicant to complete the proposed project within the proposed timeframes.

DHS is committed to focusing the bulk of available funds on high-risk areas. As such,
the risk associated with operating within each high-density population area will also be
considered in the funding of project submissions. Risk is a function of average dwell
time, track mileage, the volume of SSM being transported through the area, and other
factors DHS considers relevant.

D. Grant Application Support from DHS

During the application and award periods, DHS will identify multiple opportunities, as
allowed in the competitive process, for a cooperative dialogue between the Department
and eligible freight railroad carriers. This commitment is intended to ensure a common
understanding of the funding priorities and administrative requirements associated with
the FY 2008 FRSGP and to help in submission of projects that will have the highest
impact on reducing risks for eligible applicants.
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PART Il
PROGRAM REQUIREMENTS

This section provides detailed information about specific application
requirements and the process for submission of applications.

A. General Program Requirements.

In administering the program, the eligible applicants must comply with the following
general requirements of the FY 2008 FRSGP.

1. Management and Administration. Any management and administrative (M&A)
costs associated with individual projects submitted for consideration under the FY
2008 FRSGP must be included in the budget for that project. M&A costs may not
exceed three percent (3%) of the funds awarded for each individual project.

2. Cost Share requirement. The maximum Federal share of any project supported
through FRSGP is 75% for public sector grantees and 50% for private sector
grantees. Therefore, public sector grantees are required to provide non-Federal
funding (cash or in-kind) of at least 25% of approved project costs for the FY 2008
FRSGP and private sector grantees are required to provide non Federal funding
(cash or in-kind) of at least 50% of approved project costs. For example, for public
sector grantees, if the total project cost is $100,000, the maximum the DHS grant
award is $75,000 with the grantee required to provide the remaining 25%, or
$25,000, of the project cost. For private sector grantees, if the total project cost is
$100,000, the maximum DHS grant award is $50,000.

B. Application Requirements.

The following steps must be completed using the on-line grants.gov system to
ensure a successful application submission, however applicants should review the
relevant program-specific sections of this Guidance for additional requirements that

may apply.

1. Application via grants.gov. DHS participates in the Administration’s e-government
initiative. As part of that initiative, all applicants must file their applications using the
Administration’s common electronic “storefront” -- grants.gov. Eligible applicants
must apply for funding through this portal, accessible on the Internet at
http://www.grants.gov.

2. Application deadline. Completed Applications must be submitted to grants.gov no
later than 11:59 PM EDT, March 17, 2008.

3. Valid Central Contractor Registry (CCR) Registration. The application process
also involves an updated and current registration by the applicant. Eligible
applicants must confirm CCR registration at http://www.ccr.gov, as well as apply for
funding through grants.gov.
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While registration with grants.gov and the CCR is a one-time process, new
applicants are strongly encouraged to complete their registrations at least ten (10)
days prior to the March 17, 2008 application deadline.

. On-line application. The on-line application must be completed and submitted
using grants.gov after CCR registration is confirmed. The on-line application
includes the following required forms and submissions:

e Standard Form 424, Application for Federal Assistance
Standard Form 424B Assurances
Standard Form LLL, Disclosure of Lobbying Activities
Standard Form 424A, Budget Information
Certification Regarding Debarment, Suspension, and Other Responsibility
Matters
e Any additional Required Attachments

The program title listed in the Catalog of Federal Domestic Assistance (CFDA) is
“Rail and Transit Security Grant Program.” The CFDA number is 97.075. When
completing the online application, applicants should identify their submissions as
new, nonconstruction applications.

. Project period. The project period will be for a period not to exceed 36 months.
Extensions to the period of performance will be considered on a case-by-case basis
only through formal written requests to DHS.

. DUNS number. The applicant must provide a Dun and Bradstreet Data Universal
Numbering System (DUNS) number with their application. This number is a required
field within grants.gov and for CCR Registration. Organizations should verify that
they have a DUNS number, or take the steps necessary to obtain one, as soon as
possible. Applicants can receive a DUNS number at no cost by calling the dedicated
toll-free DUNS Number request line at 1-800-333-0505.

. Investment Justifications. As part of the application process, applicants must
develop a formal Investment Justification that addresses each initiative being
proposed for funding. These Investment Justifications must demonstrate how each
proposed project assists in the creation of security plans, facilitates the completion of
a vulnerability assessment, or improves railroad frontline employee training. After
submission, the Investment Justification will be reviewed to determine whether
proposed investments address the funding priorities of this grant program.

Please see Appendix B as well for further guidance in preparing the Investment
Justification.
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Standard financial requirements.

8.1 -- Non-supplanting certification. This certification affirms that grant funds will
be used to supplement existing funds, and will not replace (supplant) funds that have
been appropriated for the same purpose. Applicants or grantees may be required to
supply documentation certifying that a reduction in non-Federal resources occurred
for reasons other than the receipt or expected receipt of Federal funds.

8.2 -- Assurances. Assurances forms (SF-424B and SF-424D) can be accessed at
http://mwwQ7.grants.gov/agencies/approved_standard_forms.jsp. Itis the
responsibility of the recipient of the Federal funds to understand fully and comply
with these requirements. Failure to comply may result in the withholding of funds,
termination of the award or other sanctions. The applicant will be agreeing to these
assurances upon the submission of the application.

8.3 -- Certifications regarding lobbying, debarment, suspension, other
responsibility matters and the drug-free workplace requirement. This
certification, which is a required component of the on-line application, commits the
applicant to compliance with the certification requirements under 44 CFR Part
17,which contains provisions for Government-wide Debarment and Suspension
(Non-procurement) and Government-wide Requirements for Drug-Free Workplace
(Grants); and 44 CFR part 18, the New Restrictions on Lobbying. All of these can
be referenced at: http://www.access.gpo.gov/nara/cfr/waisidx_07/44cfrvl 07.html
http://www.access.gpo.gov/nara/cfr/waisidx_00/44cfrvl _00.html.

9. Technology requirements.

10.

9.1 -- National Information Exchange Model (NIEM). DHS requires all grantees to
use the latest NIEM specifications and guidelines regarding the use of Extensible
Markup Language (XML) for all FRSGP awards. Further information about the
required use of NIEM specifications and guidelines is available at
http://www.niem.gov.

9.2 -- Geospatial guidance. Geospatial technologies capture, store, analyze,
transmit, and/or display location-based information (i.e., information that can be
linked to a latitude and longitude). DHS encourages grantees to align any
geospatial activities with the guidance available on the FEMA website at
http://www.fema.gov/grants.

9.3 -- 28 CFR Part 23 guidance. DHS requires that any information technology
system funded or supported by FRSGP funds comply with 28 CFR Part 23, Criminal
Intelligence Systems Operating Policies, if this regulation is determined to be
applicable.

Administrative requirements.

10.1 -- Freedom of Information Act (FOIA). DHS recognizes that much of the
information submitted in the course of applying for funding under this program or

15



U.S. DEPARTMENT OF HOMELAND SECURITY — TSGP FREIGHT RAIL SECURITY GRANT PROGRAM

provided in the course of its grant management activities may be considered law
enforcement sensitive or otherwise important to national security interests. While
this information under Federal control is subject to requests made pursuant to the
Freedom of Information Act (FOIA), 5. U.S.C. 8552, all determinations concerning
the release of information of this nature are made on a case-by-case basis by the
DHS FOIA Office, and may likely fall within one or more of the available exemptions
under the Act. The applicant is encouraged to consult its own State and local laws
and regulations regarding the release of information, which should be considered
when reporting sensitive matters in the grant application, needs assessment and
strategic planning process. The applicant may also consult FEMA regarding
concerns or questions about the release of information under State and local laws.
The grantee should be familiar with the regulations governing Sensitive Security
Information (49 CFR Part 1520), as it may provide additional protection to certain
classes of homeland security information.

10.2 -- Protected Critical Infrastructure Information (PCIl). The PCIl Program,
established pursuant to the Critical Infrastructure Information Act of 2002 (CllI Act),
created a new framework, which enables State and local jurisdictions and members
of the private sector voluntarily to submit sensitive information regarding critical
infrastructure to DHS. The Act also provides statutory protection for voluntarily
shared CII from public disclosure and civil litigation. If validated as PCII, these
documents can only be shared with authorized users who agree to safeguard the
information.

PCII accreditation is formal recognition that the covered government entity has the
capacity and capability to receive and store PCIl. DHS encourages all grantees to
pursue PCIl accreditation. Accreditation activities include signing an MOA with
DHS, appointing a PCII Officer, and implementing a self-inspection program. For
additional information about PCII or the accreditation process, please contact the
DHS PCII Program Office at pcii-info@dhs.gov.

10.3 -- Compliance with Federal civil rights laws and regulations. The grantee

is required to comply with Federal civil rights laws and regulations. Specifically, the
grantee is required to provide assurances as a condition for receipt of Federal funds
that its programs and activities comply with the following:

e Title VI of the Civil Rights Act of 1964, as amended, 42. U.S.C. 2000 et. seq.
— no person on the grounds of race, color or national origin will be excluded
from participation in, be denied the benefits of, or be otherwise subjected to
discrimination in any program or activity receiving Federal financial
assistance.

e Section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. 794 —
no qualified individual with a disability in the United States, shall, by reason of
his or her disability, be excluded from the participation in, be denied the
benefits of, or otherwise be subjected to discrimination in any program or
activity receiving Federal financial assistance.

16



U.S. DEPARTMENT OF HOMELAND SECURITY — TSGP FREIGHT RAIL SECURITY GRANT PROGRAM

e Title IX of the Education Amendments of 1972, as amended, 20 U.S.C. 1681
et. seq. — discrimination on the basis of sex is eliminated in any education
program or activity receiving Federal financial assistance.

e The Age Discrimina